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Next-Gen Security
X-Sensor Predictive & Preemptive
Security Technology
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● Additional layer of Preventive Security

● Real-time threat-level Predictive Alerts

● Next-Gen physical Preemptive Protection

● Constant TSCM / Counter Surveillance

● Correlative Access Management

What is
X-SENSOR?
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X-Sensor
Detector

Passive Baseband 
Identifier Collector

- X-Sensor PBIC -

Collected 
Intelligence

One / Multi Sensor 
cellular motion

detection insights

Automatic 
Correlation

AI / Machine Learning 
correlation algorithms 

and configurations

DASHBOARD
ADVANCED DASHBOARD ARCHITECTURE

Shared Collective
Intelligence

Share valuable 
predictive + preventive 
collective intelligence

Predictive 
Alerts + Security

Algorithm based 
Predictive Analytics 
Preventive Security

Pattern
Recognition

Fact-data driven 
characteristics + 

attributes

Technology Summary

MULTI STORES DETECTION
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in 70% of the cases, two to 

three people are involved in 

an external insider threat.

X-Sensor technology predictively detects 

privacy-centered suspects by correlating 

real-time collected intelligence patterns.

X-Sensor Predictive Security
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X-Sensor Preemptive Protection

Offices + Departments + HQ’s

❏ Visitor Reception

❏ Staff Entrance

❏ Security Check lane

❏ Access Control office

❏ Confi/Secret Areas

❏ Server & Data Rooms

❏ Meeting & Board Rooms

❏ Operations Room

❏ Indoor R&D Areas

❏ Clean Rooms

Evidence + Predictive
driven capabilities

Scanning automatically the 

location within every 20-40 

seconds.

Verify threat & trusted

• Role-based trusted devices

• Intelligent trusted verification

Motion detection insights

within the site property
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Automatic Predictive Threat Analytics

Predictive Analytics
Pattern Recognition

Motion detection patterns
Anonymized in-store analytics
Privacy-By-Design insights

Close proximity: 
entrance + floor detection based 
upon cellular monitoring

Detection of Burner Phone with 
IMSI + IMEI evidence
  +
• Current provider
• Provider of origin
• Country of origin
• Model of Device
• Confidential patterns
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Real-Time Preventive Threat Alerts

Automatic High Risk
Threat Level Alerts

Visitor(s) without a phone
= High Risk Classification

High Risk Threat Levels
• Burner Phone
• Without Phone
• Listed attributes
• Listed characteristics
• Automatic correlation

Shared Intelligence 
Shared Correlation

• Characteristics detected at 
other department or other site

Trusted Staff

Trusted attributes
Recurring visitor
Authorized staff
Dept. X and A,B,E

Trusted Staff
Trusted Security

Trusted staff device
Authorized detection

Trusted Staff

Trusted attributes
Recurring visitor
Authorized staff
Dept. X and A,B,E

Predictive Threat

Alerted attributes
Regular Phone
+ Burner Phone
Pattern Recognition
Risk Classification

Unknown Visitor

Trusted attributes
First time visitor
No correlation
First store: X



8

Fact-based Evidence > Forensic Reporting

Collective Intelligence + Evidence

Predictive Analytics based upon:

• Collective Intelligence
• Pattern Recognition
• Correlation Insights

Discover real-time location of suspects based on their cellular characteristics.

Review camera footages of suspect (earlier) detected

Shared Collective Intelligence

Suspects visited this / another 
departments before the unauthorized 
access

+ Identical timestamp detected 
during the unauthorized access

CORRELATION

OF EVIDENCE

Unrecognizable for the cameras. 
Protection against tailgating + lost ID.

Review footages based on timestamps.
+ Share characteristics with other departments.

Counter Surveillance

Correlation of Insider Threat
⇒ Point of Contacts



X-SENSOR

X-Sensor:

E: sales@x-sensor.net 

W: www.x-sensor.net 

T: +31-85-877-1767

C: Netherlands

X-Sensor Technology delivers privacy-compliant 

next-gen preemptive security based upon 

predictive analytics.




